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About This Guide

This OmniSwitch AOS Release 8 Specifications Guide provides Specification tables for all the
OmniSwitch AOS Release 8 Products.

Supported Platforms

The information in this guide applies only to the following products:
® OmniSwitch 6465 Series
® OmniSwitch 6560 Series
® OmniSwitch 6860 Series
® OmniSwitch 6865 Series
® OmniSwitch 6900 Series
® OmniSwitch 9900 Series

Who Should Read this Manual?

The audience for this user guide are network administrators and IT support personnel who need to
configure, maintain, and monitor switches and routers in a live network.

When Should | Read this Manual?

Read this guide as soon as you are ready to integrate your OmniSwitch into your network. You should
already be familiar with the basics of managing a single OmniSwitch as described in the OmniSwitch AOS
Release 8 Switch Management Guide.

The information provided in the Specification tables in this guide assume a basic understanding of
OmniSwitch administration commands and procedures.

What is Not in this Manual?

Procedures for switch management methods, such as CLI, web-based (WebView or OmniVista) or SNMP,
are outside the scope of this guide.
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About This Guide What is Not in this Manual?

For information on WebView and SNMP switch management methods consult the OmniSwitch AOS
Release 8 Switch Management Guide. Information on using WebView and OmniVista can be found in the
context-sensitive on-line help available with those network management applications.

This guide is designed to provide feature specification information only and is not intended as a reference
for any CLI commands or configuration information. Refer to the Documentation Roadmap for a list of
available user guides.
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About This Guide How is the Information Organized?

How is the Information Organized?

Each chapter in this guide corresponds to an OmniSwitch software user manual:

e Chapter 1, “Switch Management Specifications,” applies to the features described in the OmniSwitch
AOS Release 8 Switch Management Guide.

® Chapter 2, “Network Configuration Specifications,” applies to the features described in the
OmniSwitch AOS Release 8 Network Configuration Guide.

e Chapter 3, “Advanced Routing Configuration Specifications,” applies to the features described in the
OmniSwitch AOS Release 8 Advanced Routing Configuration Guide.

e Chapter 4, “Data Center Switching Specifications,” applies to the features described in the OmniSwitch
AOS Release 8 Data Center Switching Guide.

Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process.The following section outlines a roadmap of the manuals that will
help you at each stage of the configuration process. Under each stage, we point you to the manual or
manuals that will be most helpful to you.

Stage 1: Using the Switch for the First Time

Pertinent Documentation: OmniSwitch Hardware Users Guide
Release Notes

This guide provides all the information you need to get your switch up and running the first time. It
provides information on unpacking the switch, rack mounting the switch, installing NI modules, unlocking
access control, setting the switch’s IP address, and setting up a password. It also includes succinct
overview information on fundamental aspects of the switch, such as hardware LEDs, the software
directory structure, CLI conventions, and web-based management.

At this time you should also familiarize yourself with the Release Notes that accompanied your switch.
This document includes important information on feature limitations that are not included in other user
guides.

Stage 2: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: OmniSwitch Hardware Users Guide
OmniSwitch AOS Release 8 Switch Management Guide

Once you have your switch up and running, you will want to begin investigating basic aspects of its
hardware and software. Information about switch hardware is provided in the Hardware Guide. This guide
provide specifications, illustrations, and descriptions of all hardware components, such as chassis, power
supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules, and cooling fans. It
also includes steps for common procedures, such as removing and installing switch components.

The OmniSwitch AOS Release 8 Switch Management Guide is the primary users guide for the basic
software features on a single switch. This guide contains information on the switch directory structure,
basic file and directory utilities, switch access security, SNMP, and web-based management. It is
recommended that you read this guide before connecting your switch to the network.
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About This Guide Documentation Roadmap

Stage 3: Integrating the Switch Into a Network

Pertinent Documentation: OmniSwitch AOS Release 8 Network Configuration Guide
OmniSwitch AOS Release 8 Advanced Routing Configuration Guide
OmniSwitch AOS Release 8 Data Center Switching Guide

When you are ready to connect your switch to the network, you will need to learn how the OmniSwitch
implements fundamental software features, such as 802.1Q, VLANSs, Spanning Tree, and network routing
protocols. The OmniSwitch AOS Release 8 Network Configuration Guide contains overview information,
procedures, and examples on how standard networking technologies are configured on the OmniSwitch.

The OmniSwitch AOS Release 8 Advanced Routing Configuration Guide includes configuration
information for networks using advanced routing technologies (OSPF and BGP) and multicast routing
protocols (DVMRP and PIM-SM).

The OmniSwitch AOS Release 8 Data Center Switching Guide includes configuration information for data
center networks using virtualization technologies (SPBM, VXLAN, UNP), Data Center Bridging
protocols (PFC, ETC, and DCBX), and FCoE/FC gateway functionality.

Anytime

The OmniSwitch AOS Release 8 CLI Reference Guide contains comprehensive information on all CLI
commands supported by the switch. This guide includes syntax, default, usage, example, related CLI
command, and CLI-to-MIB variable mapping information for all CLI commands supported by the switch.
This guide can be consulted anytime during the configuration process to find detailed and specific
information on each CLI command.
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About This Guide Related Documentation

Related Documentation

The following are the titles and descriptions of all the related OmniSwitch user manuals:

OmniSwitch 6465/6560/6860/6865/6900/9900 Hardware Users Guides

Describes the hardware and software procedures for getting an OmniSwitch up and running as well as
complete technical specifications and procedures for all OmniSwitch chassis, power supplies, fans, and
Network Interface (NI) modules.

OmniSwitch AOS Release 8 CLI Reference Guide

Complete reference to all CLI commands supported on the OmniSwitch. Includes syntax definitions,
default values, examples, usage guidelines and CLI-to-MIB variable mappings.

OmniSwitch AOS Release 8 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topics include
the software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

OmniSwitch AOS Release 8 Network Configuration Guide

Includes network configuration procedures and descriptive information on all the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VL AN configuration), Layer 3 information (routing protocols, such as RIP and IPX),
security options (authenticated VLANs), Quality of Service (QoS), link aggregation, and server load
balancing.

OmniSwitch AOS Release 8 Advanced Routing Configuration Guide

Includes network configuration procedures and descriptive information on all the software features and
protocols included in the advanced routing software package. Chapters cover multicast routing
(DVMRP and PIM-SM), Open Shortest Path First (OSPF), and Border Gateway Protocol (BGP).

OmniSwitch AOS Release 8 Data Center Switching Guide

Includes and introduction to the OmniSwitch data center switching architecture as well as network
configuration procedures and descriptive information on all the software features and protocols that
support this architecture. Chapters cover Shortest Path Bridging MAC (SPBM), Data Center Bridging
(DCB) protocols, Virtual Network Profile (vNP), and the Edge Virtual Bridging (EVB) protocol.

OmniSwitch AOS Release 8 Transceivers Guide
Includes SFP and XFP transceiver specifications and product compatibility information.
OmniSwitch AOS Release 8 Specifications Guide

Includes Specifications table information for the features documented in the Switch Management
Guide, Network Configuration Guide, Advanced Routing Guide, and Data Center Switching Guide.

Technical Tips, Field Notices
Includes information published by Alcatel-Lucent’s Customer Support group.
Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.
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About This Guide Technical Support

Technical Support

An Alcatel-Lucent service agreement brings your company the assurance of 7x24 no-excuses technical
support. You’ll also receive regular software updates to maintain and maximize your Alcatel-Lucent
product’s features and functionality and on-site hardware replacement through our global network of
highly qualified service delivery partners.

With 24-hour access to Alcatel-Lucent’s Enterprise Service and Support web page, you’ll be able to view
and update any case (open or closed) that you have reported to Alcatel-Lucent Enterprise technical
support, open a new case or access helpful release notes, technical bulletins, and manuals.

Access additional information on Alcatel-Lucent Enterprise Service Programs:
Web: businessportal2.alcatel-lucent.com
Phone: 1-800-995-2696

Email: ebg_global supportcenter@al-enterprise.com
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1 Switch Management
Specifications

This chapter provides Specifications tables for the following switch management applications and
procedures that are used for readying an individual OmniSwitch for integration into a network:

The switch directory structure, basic file and directory utilities, switch access security, SNMP, and
web-based management.

The software directory architecture.
Image rollback protections.
Authenticated switch access.
Managing switch files.

System configuration.

Using SNMP.

Using web management software (WebView).

Note. The maximum limit values provided in the Specifications tables included in this chapter are subject
to available system resources.

For information about how to configure switch management applications, refer to the OmniSwitch AOS
Release 8 Switch Management Guide.
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Switch Management Specifications In This Chapter

In This Chapter

This chapter contains the following switch management Specifications tables:
® “Getting Started Specifications” on page 1-3.

® “Login Specifications” on page 1-3.

* “File Management Specifications” on page 1-4.

® “CMM Specifications” on page 1-4.

e “USB Flash Drive Specifications” on page 1-5.

e “CLI Specifications” on page 1-5.

® “Configuration File Specifications” on page 1-6.

e “User Database Specifications” on page 1-6.

* “WebView Specifications” on page 1-6.

* “WebView Specifications” on page 1-6.

o “SNMP Specifications” on page 1-7.

® “Web Services Specifications” on page 1-8.

® “Virtual Chassis Specifications” on page 1-10.

® “Automatic Remote Configuration Specifications” on page 1-11.
® “Automatic Fabric Specifications” on page 1-11.

® “NTP Specifications” on page 1-11.
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Switch Management Specifications

Getting Started Specifications

Getting Started Specifications

Files

vesetup.cfg

vesetup.cfg

vesetup.cfg

vesetup.cfg

vesetup.cfg

0S6465 0S6560 0S6860 0S6865 086900 089900
Standalone Configuration Files | N/S N/S N/S N/S boot.cfg N/S
Virtual Chassis Configuration |vcboot.cfg |vcboot.cfg |vcboot.cfg |vcboot.cfg |vcboot.cfg | vcboot.cfg

vesetup.cfg

Image Files Nos.img Nos.img Uos.img Uos.img Tos.img Mhost.img
Mos.img
Yos.img Meni.img
(V72/C32)
Notes:
N/A
[ ] L Y JlJ [
Login Specifications
0S6465 0S6560 0S6860 0S6865 0S6900 089900
Login Methods Telnet, SSH, HTTP, SNMP
Number of concurrent Telnet |6
sessions
Number of concurrent SSH 8
sessions
Number of concurrent HTTP |4
(WebView) sessions
Secure Shell public key Password
authentication DSA/RSA Public Key

RFCs Supported for SSHv2

RFC 4253 - SSH Transport Layer Protocol

RFC 4418 - UMAC: Message Authentication Code using Universal Hashing

Notes:

N/A
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Switch Management Specifications File Management Specifications

File Management Specifications

056465 056560 0S6860 056865

FTP (v4/v6), SFTP (v4/v6), SCP (v4/v6), TFTP

FTP—cClient (IPv4 Only) or Server
SFTP—<Client or Server
SCP—Client or Server
TFTP—<Client

0S6900 059900

File Transfer Methods

Client/Server Support

Number of concurrent FTP/ 4
SFTP sessions

Configuration Recovery The flash/certified directory holds configurations that are certified as the default start-

up files for the switch. They will be used in the event of a non-specified reload.

Default Switch Directory - / Contains the certified, working, switch, network, and user-defined directories.

flash

File/Directory Name Metrics |255 character maximum. File and directory names are case sensitive.
File/Directory Name Any valid ASCII character except ‘/’.

Characters

Sub-Directories Additional user-defined directories created in the /flash directory.

Text Editing Standard Vi editor

System Clock Set local date, time and time zone, Universal Time Coordinate (UTC), Daylight Savings
(DST or summertime).

Notes:

N/A

CMM Specifications

0S6465 0S6560 0S6860 0S6865 0S6900 089900
Compact Flash Memory 1 GB 2 GB 2 GB 2 GB 2 GB 2 GB
X72 - 4GB
RAM Memory 1 GB 2 GB 2 GB 2 GB 4GB (X/T) |16 GB
8 GB (Q32)
8 GB (X72)
16 GB (V72)
16 GB (C32)
Maximum Length of File 255
Names (in Characters)
Maximum Length of Directory | 255
Names (in Characters)
Maximum Length of System |32
Name (in Characters)
Notes:
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Switch Management Specifications USB Flash Drive Specifications

N/A

USB Flash Drive Specifications

086465 0S6560 0S6860 0S6865 086900 089900

USB Flash Drive Support Alcatel-Lucent Enterprise Certified USB Flash Drive

Automatic Software Upgrade | Supported

Disaster Recovery Nrescue.img |Nrescue.img |Urescue.img | Urescue.img | Trescue.img | Mrescue.img
file required | file required | file required |file required | file required | file required

Notes:

The format of the Alcatel-Lucent certified USB Flash Drive must be FAT32. To avoid file corruption issues, the USB
Drive should be stopped before removing from a PC. Directory names are case sensitive and must be lower case.

CLI Specifications

0856465 0S6560 0S6860 0S6865 0S6900 059900

Configuration Methods ¢ Online configuration via real-time sessions using CLI commands.
¢ Offline configuration using text file containing CLI commands.

Command Capture Feature Snapshot feature captures switch configurations in a text file.

User Service Features Command Line Editing

Command Prefix Recognition
CLI Prompt Option
Command Help

Keyword Completion
Command Abbreviation
Command History

Command Logging

Syntax Error Display

More Command

Notes:
N/A
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Switch Management Specifications Configuration File Specifications

Configuration File Specifications

056465 056560 0S6860 056865 0S6900 059900

Methods fqr erating ¢ Create a text file on a word processor and upload it to the switch.
Configuration Files ¢ Invoke the switch’s snapshot feature to create a text file.
¢ C(Create a text file using the switch’s text editor.

Timer Functions Files can be applied immediately or by setting a timer on the switch.
Command Capture Feature Snapshot feature captures switch configurations in a text file.
Error Reporting Snapshot feature includes error reporting in the text file.

Text Editing on the Switch Vi standard editor.
Default Error File Limit 1
Notes:

N/A

User Database Specifications

0856465 0S6560 0S6860 0S6865 0S6900 059900

Maximum number of 63
alphanumeric characters in a
username

Maximum number of 30
alphanumeric characters in a
user password

Maximum number of local 50
user accounts

Notes:
N/A

WebView Specifications

056465 0S6560 0S6860 0S6865 0S6900 059900

Supported Browsers Internet Explorer for Windows

Firefox for Windows, Linux, and Solaris SunOS
Notes:
N/A
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Switch Management Specifications

SNMP Specifications

SNMP Specifications

056465 056560 0S6860 056865 0S6900 059900

RFCs Supported for SNMPv2

1902 through 1907 - SNMPv2c¢ Management Framework
1908 - Coexistence and transitions relating to SNMPv1 and SNMPv2c¢

RFCs Supported for SNMPv3

2570—Version 3 of the Internet Standard Network Management

Framework
2571—Architecture for Describing SNMP Management Frameworks
2572—Message Processing and Dispatching for SNMP
2573—SNMPv3 Applications
2574/3414—User-based Security Model (USM) for version 3 SNMP
2575—View-based Access Control Model (VACM) for SNMP
2576—Coexistence between SNMP versions
3586—The Advanced Encryption Standard (AES) Cipher Algorithm in the SNMP
User-based Security Model

SNMPv1, SNMPv2, SNMPv3

The SNMPv3 protocol is ascending compatible with SNMPv1 and v2 and supports all
the SNMPv1 and SNMPv2 PDUs

SNMPv1 and SNMPv2
Authentication

Community Strings

SNMPv1, SNMPv2
Encryption

None

SNMPv1 and SNMPv2

Security requests accepted by

Sets and Gets

the switch
SNMPv3 Authentication SHA, MD5
SNMPv3 Encryption DES, AES

SNMPv3 Security requests
accepted by the switch

Non-authenticated Sets, Non-authenticated Gets and Get-Nexts, Authenticated Sets,
Authenticated Gets and Get-Nexts, Encrypted Sets, Encrypted Gets and Get-Nexts

SNMP traps

For a list and description of system MIBs and Traps refer to Appendix B, “SNMP Trap
Information,” in the OmniSwitch AOS Release 8 Switch Management Guide.

Notes:
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Switch Management Specifications

Web Services Specifications

Web Services Specifications

056465 056560 0S6860 056865 0S6900 059900

Configuration Methods

HTTP/HTTPS
Python API

Response Formats

Extensible Markup language (XML)
JavaScript Object Notation (JSON)

Maximum Web Services
Sessions

Alcatel-Lucent Example

consumer.py (Python version 2.X/3.X compatible)

Python Library o | o
This file is available on the Service & Support Website. It is being provided as an
example application to help with Web Services familiarization but is not an officially
supported part of the Web Services solution.

Embedded Python /Event Python 3

based CLI Scripting

Notes:
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Switch Management Specifications OpenFlow Specifications

OpenFlow Specifications

0S6465 0S6560 0S6860 0S6865 086900 089900
Modes Supported N/S N/S Normal N/S Normal N/S
Hybrid (API) Hybrid (API)
Versions Supported N/S N/S 1.0/ N/S 1.0/ N/S
1.3.1 1.3.1
Maximum number of logical |N/S N/S 3 N/S 3 N/S
switches
Maximum number of N/S N/S 3 N/S 3 N/S
controllers per logical switch
Maximum number of logical | N/S N/S 1 N/S 1 N/S
switches in Hybrid mode
Support for Virtual Chassis N/S N/S Supported | N/S Supported | N/S
OpenFlow 1.0/1.3.1 TCP port. |N/S N/S 6633 N/S 6633 N/S
Flow Matching Table N/S N/S 1535 N/S Q32-1279 |N/S
X72-1279
other - 511
MAC Table N/S N/S 48K N/S Q32-224K |N/S
X72 - 224K
other - 128K
Notes:
Not supported on OS6900-V72/C32.
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Switch Management Specifications

Virtual Chassis Specifications

Virtual Chassis Specifications

0S6465 086560 0S6860 0S6865 086900 089900
Maximum number of physical |4 8 8 8 6 2
switches in a Virtual Chassis V72/C32-2
Valid chassis identifier 1-4 1-8 1-8 1-8 1-6 1or2
Valid chassis group identifier |0-255 0-255 0-255 0-255 0-255 0-255
Valid chassis priority 0-255 0-255 0-255 0-255 0-255 0-255
Maximum number of Virtual |2 1 2 1 5 1
Fabric Link peers per chassis
Maximum number of member | TBD 8 8 8 16 2
ports per Virtual Fabric Link
Valid Virtual Fabric Link Oorl Oorl Oorl 0 04 0
identifier
VFL Supported Port Types SFP/SFP+  |Dedicated Dedicated 10G SFP+ 10G SFP+or | 10G SFP+ or
VFL ports or |20G VFL ports 40G QSFP | 40G QSFP
10G SFP+ | ports or 10G or 100G
ports SFP+ ports QSFP28
Valid control VLAN 2-4049
Valid Virtual Chassis protocol |1-65535
hello interval
LEDs Refer to the appropriate hardware guide.
Remote Chassis Detection TBD N/S N/S N/S Supported Supported

(RCD)

Notes:

¢ Different OS6900 models can be mixed in a Virtual Chassis.
® 0S6900-V72/C32 support a VC of 2 only. These two models can be mixed in a VC of 2 only with each other.
® MAC Learning Mode is not supported on OS6900 Virtual Chassis.
® 0S6860 and OS6865 models can be mixed in Virtual Chassis.

® 0S6465-P6/P12 and OS6465-P28 models can be mixed in Virtual Chassis using the 1G SFP ports.
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Switch Management Specifications Automatic Remote Configuration Specifications

Automatic Remote Configuration Specifications

0565465 0S6560 0S6860 0S6865 0S6900 0S9900

DHCP Specifications DHCP Server required

DHCP Client on:

-VLAN 1

- Tagged VLAN 127

- LLDP Management VLAN

- Automatic LACP (tagged VLAN 127, untagged VLAN 1)

File Servers TFTP
FTP/SFTP

Clients supported TFTP
FTP/SFTP

Instruction file Maximum length of:

e Pathname: 255 characters
e Fi